@ Network Security

. | 3rd Party Email
¥% Why you should consider blocking it.

If your school's email has ever stopped working for some unexplained reason you may have been
"Blacklisted."

A Blacklist is a list or register of entities who, for one reason or another, are being denied a particular
privilege or service. In this case Email. If a school workstation gets infected with a worm or virus
which is a mass-emailer, then this workstation might be considered a spammer. Internet sites like
spamcop.net, spamhaus.org, and many others maintain extensive lists of known spammers. If your
school gets listed by one of these sites then you may not be able to send email.

Third Party Email is one method spammers use to send unwanted bulk email. 3rd. party email
defined is the use of email other than your school's email. Yahoo mail, Gmail, and many others are
considered 3rd party mail. If you allow the use of 3rd party email on your network then you are at
risk of being blacklisted.

Below is a screen capture of a firewall log telling us that a workstation on this school's network is

trying to send email. It is important to note the following:

1. This school was blacklisted twice before the firewall was installed.

2. Arule was put in the firewall that says "Only allow my school to use our email service" and

"block all other attempts to send email."

3. Once that rule was put into effect the firewall log below then tells us there is a workstation that is
probably infected with some virus or worm and is trying to send out massive amounts of email.

If you look at the log below you can see that the workstation with the IP address of 192.168.0.76
tried to send 7 emails in 3 seconds to 7 different IP addresses on the Internet. Do the math:
~ 8,400 emails per hour.
~ 201,600 per day.
While your reading this document the workstation attempted to send over 300 emails so it's safe to
assume this workstation is considered a spammer. Thanks to the firewall, all attempts were blocked
so the school does not get Blacklisted!
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