NewNet 66 InterMapper .
@ Understanding Your Bandwidth Usage Internet

NewNet 66 provides a tool to all of our schools allowing you to view the bandwidth you use to
the Internet. The term "bandwidth" is a fairly generic word for the amount of information your

connection to the Internet can carry. This is usually expressed in megabits per second. A
single T1 line has a bandwidth of 1.54 megabits.

In order for our schools to view their individual bandwidth usage, NewNet 66 provides each
school access to an InterMapper server which watches over our entire network. Each school
can view graphs detailing how much bandwidth they use both "inbound" and "outbound”
traffic. InterMapper also pages NewNet 66 personnel if an Internet connection to one of our
schools fails or is experiencing errors.

How to | log into the InterMapper server?

Point your browser to http://64.218.183.9:1000/public and login using the username and
password provided to you by NewNet 66. The following screen appears.
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The screen above is a global health view of all of the schools on the NewNet 66 network.
The square icons represent each schools router which is connected to NewNet 66. If the
router is green, the router and the Internet connection is healthy.

Things you can click on:

~ Click on a router (square icon) to view details about the router.

~ Click on the line to the right of the router to view your Internet connection details. This is
updated every 5 minutes.

Viewing Bandwidth Graphs
To view a chart of your schools bandwidth usage click the "Map List " link in the upper left
corner of the window. The following screen is presented.

Now select your school from the list and
click on the name.
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What the graphs mean.

When you brst view your graph it will display the most current time frame. In the
graph below is a time frame snapshot taken Tuesday, March 21st, from 2 p.m. to
2:55 p.m. We also see that this school used up just under 90% of their bandwidth at
2:20. Bandwidth usage will vary during the day depending on user activity.

Blue Line: The blue line is bandwidth or traflc that is coming down from the Internet
into the school network. High usage here is usually normal.

Red Line: The red line is bandwidth or trafbc that is going out of the school network
to the Internet. High usage here for extended periods of time may indicate a virus or
worm on a workstation in the school network.
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Backing Up In T ime.

To view your graph over a longer period of time, click on a time increment. In the example
graph below we're looking at one hour increments. Note that this schools began moving
trafc just before 8 a.m. and stopped moving traflc just after 4 p.m. This would
correspond with normal school hours.
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What To Watch For .

Below is an example of a school that had one of their servers hacked by the bad guys.
What to look for is the "outbound " traflc noted in red and that it occurred during hours
when no one was in school. In this case the high rates of outbound bandwidth started on
a Monday at 2 p.m. and continued through the night. Note the outbound traflc between 1
a.m. and 8 a.m. InterMapper caught the security breach and the school was notibed. The
school technical staff found the hacked server at noon and shut it down.
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