
NewNet 66
Keeping Our Schools Safe

NewNet 66 wants you to be aware of the exploits we block from entering our educational network on a daily basis.  

The sheer quantities are staggering but offer a glimpse of what we are up against.  The threat landscape is changing. 

Hackers are more determined than ever to steal valuable data, credit card and banking account credentials and 

much more. Computer hackers, much like the gold diggers of the Wild West of yester-year, are determined to hit the 

mother lode of sellable business and personal information.

This report breaks the threat landscape down into the 
following categories.

In this report we show many types of exploits NewNet 66 blocks from entering our educational network each day.  

The report data represents a 24 hour period for November 22, 2010.  Most of the data in this report comes from 

one of two PaloAlto Next Generation firewalls which reside at the head end of our network providing us the 

visability required to protect our schools.

It's all about the money.  
Big bucks are made 
daily selling confidential 
information.

NewNet 66 is determined to provide the most secure educational network 

possible for our school districts knowing that many do not have the resources or 

technical skill sets to fully protect their networks.  Traditional port based firewalls 

have been the main stay for the last decade but today they do not provide 
adaquate protection.  Next generation firewalls are necessary in providing visability into networks so that steps can 

be taken to stop the sofisticated attempts by the bad guys.  

Having visibility into the network is 
critical in determining what threats are 
present.  If you can't identify the 
threats then you can not stop them 
from occurring.  

Vulnerabilities
Spyware
Viruses
URL Filtering Categories
Spam
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NewNet 66
Vulnerabilities We Block

63,293

Top 10 Vulnerabilities we Blocked 24 hour period 11-22-10

Total

Vulnerabilities

By simple definition a computer vulnerability is a weakness allowing an attacker to reduce the ability for that 

system to perform it's task. 

Below is a screen capture of the top 10 vulnerabilities seen in the 24 hour period.  It is very important to note the 

Microsoft SQL Server Stack Overflow which tops the list.  SQL is an application that exists on almost every 

financial and student information server used in K12.  
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NewNet 66
Spyware We Block

Top 10 Spyware Events we Blocked 24 hour period 11-22-10

265,793Total

Spyware

Spyware is software that obtains information from a users computer without the users knowledge or concent. For 

the purpose of this report Malware, Trojans, and Bots, are grouped in this category. 

The number one event is Conficker which is trying to find it's "Command and Control" bad guy server.   The 

"Phone Home" spywares listed below (#1,2,3, and 9) reside inside a NewNet 66 school district and are trying to 

phone home information to the bad guys.  All of the phone home attempts are being blocked.
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Top 10 Viruses we Blocked 24 hour period 11-22-10

66Total

NewNet 66
Viruses We Block

Viruses

Traditional viruses are still part of the 

threat landscape but not nearly as 

prevalent as in past years.  

The viruses listed at right were blocked 

from entering our network.

URL Categories we Blocked 24 hour period 11-22-10

342,891Total

NewNet 66 firewall technologies allows us to 

block attempts by users at our schools from 

accessing web sites that present exploits that 

could put the school network at risk. Often 

times the users are not aware that their 

workstation is trying to access the bad sites.
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378,631Total

Top 10 Source IP Addresses we Blocked 24 hour period 11-22-10

China
China
China
China
China
Japan
China

China
Private IP not routable on Internet 

China

NewNet 66
Known Bad Guys

Known Bad Guys

Reviewing firewall logs is critical in determining "who" is trying to access the network.  NewNet 66 reviews 

traffic logs daily and often we find bad guys.   Below is a screen capture of the Top 10 IP addresses we block 

from entering our network.
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Spam Statistics for October 2010 - One Month Overview

Month Domains Total Messages Allowed Messages Allowed % Blocked Messages Blocked %

Server 1

Server 2

NewNet 66
  Spam We Block

Spam

Email is the most abused technology in use today.  Spam is a source of exploits that come in many forms and 

often target users with phishing attacks that coach the user into clicking on Internet links that are exploits. The 

amount of spam NewNet 66 blocks is staggering as noted in the screen capture below. 

NewNet 66 utilizes two spam blocking servers.

Conclusion

In this 24 hour period NewNet 66 blocked a total of 1,050,674 exploits.  

Most of the exploits originated outside our network and some came from NewNet 66 school districts that have 
infected workstations or servers.  Regardless of the source, NewNet 66 security technologies blocked the threats.

On average NewNet 66 blocks over 1,000,000 exploits per day keeping our school districts safe.
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